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Why connected visibility must lead to
investigation and coordinated response

Businesses now depend on interconnected applications, cloud platforms, APls,
infrastructure and third parties. Each connection can support growth, but it also creates
another point where disruption or malicious activity can spread. The challenge is no longer a
lack of data. It is the difficulty of connecting signals quickly enough to understand what is
happening, what is affected and how the organisation should respond.

The challenge is not more alerts. It is connected operational and security

context that enables faster action.

Complexity Is Growing Faster Than
1 Organisational Visibility

Every cloud service, Al agent, application, APl and third-party platform can create
value, but also another dependency. As these systems multiply, data becomes scattered
across teams, vendors and dashboards. Leaders may have more technology and more alerts
than ever, yet still lack a connected view of what the business depends on.

KPMG's 2026 research describes a period of rapid technological acceleration in which
strategies must keep pace while organisations continue to face technical debt, cost pressure
and talent shortages. Its Malaysia cybersecurity outlook also warns that cloud services, data
platforms and third-party ecosystems are deepening systemic exposure across industries.

PIKOM's State of Cyber Resilience Malaysia 2026 reinforces the local relevance. Cloud and
hybrid environments are now mainstream among respondents, while 34.6% reported having
no formal third-party cyber-risk process. The risk is not simply the number of tools. It is the
number of connections and blind spots between them.
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CYBER THREATS DON'T SLEEP. NEITHER DO WE.

2 Operational Problems and Cyber
Incidents Can Look Similar

A business may first see a slowdown, service failure, unexpected change or unusual
traffic pattern. The cause may be normal demand, a failed dependency, a configuration
error, compromised credentials or deliberate attack activity.

When operations and security teams work from separate tools and incomplete
context, valuable time can be lost deciding who owns the problem. The same signal
can point to very different causes, and the cost of misdiagnosis can be high.

Observed Signal Possible Operational Cause Possible Cyber Cause
- Capacity constraint or Denial-of-service activity or
Application slowdown failed dependency unauthorised resource use
Unexpected infrastructure Deployment error or Compromised account
change misconfiguration or malicious persistence
Sudden API or login spike .Customt‘ar d‘emand or Credential abuse, automated
integration issue attack or data theft

3 One Technical Event Can Become a
Business-Wide Disruption

On 8 July 2026, Telstra experienced a major mobile-network outage after a device
responsible for keeping parts of the network time-synchronised failed. Telstra
confirmed that the loss of synchronisation caused intermittent voice and data impacts,
and later stated that the outage was caused by a software defect rather than a cyber
incident.

Reuters documented wider disruption to train services, wireless payments and
emergency communications. The incident showed how one dependency can quickly
affect customers, businesses and critical services beyond the original system.

The market response is moving toward connected operational intelligence. In January
2026, Abu Dhabi Customs and CrimsonLogic announced an integrated customs
platform with real-time dashboards and Al-driven analytics to improve operational
visibility across a complex trade ecosystem.

The business lesson: when systems are interconnected, disruptions do not remain
isolated. Teams need to identify the affected dependencies, understand the business
impact and determine whether the event is operational, accidental or malicious.
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4 Visibility Must Lead to
Investigation and Action

Visibility is not simply another dashboard. It is the ability to connect signals across
applications, infrastructure, networks and security, then translate technical events into
business impact. A shared view helps teams move from fragmented investigation to
coordinated action.

The Datadog + AMDR session brings together two complementary capabilities.
Datadog provides connected operational visibility across the technology environment.
Cybots AMDR adds continuous security monitoring, investigation and response
expertise. Together, they help teams move beyond isolated alerts and answer the
questions that matter during an incident.

What changed, and when did it happen?
» Which systems, services and business processes are affected?
Is the activity expected, accidental or potentially malicious?

« What should be contained, remediated or escalated first?

» Which teams need to act, and what context do they need?
This does not replace skilled teams or sound processes. It gives them a clearer
operating picture to reduce investigation time, coordinate decisions and respond with
greater confidence.

Operational visibility shows what is happening. AMDR helps determine

whether it is malicious and what action should follow.

From More Alerts to
Better Decisions

As technology environments become more interconnected, resilience depends on more
than collecting additional alerts. Organisations need connected operational context,
security investigation and coordinated response.

The goal is not perfect visibility for its own sake. It is faster understanding, clearer
ownership and better decisions before a technical issue or cyber threat becomes a
wider business disruption.
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